
Allowed
There are many items that you can share on social 
media; however, you should always:

 Be aware of who can see your account. Are your 
 settings set to private? Is your content appropriate?
 Be polite, constructive and honest. 
 Be sure you know the difference between fact and 
 opinion.
 Be quick to refer to official channels or spokes-
 people about official matters.
 Be sure to protect the privacy of your family and 
 friends carefully.
 Be aware that quality is more important than 
 quantity. Better to post a few appropriate articles 
 rather than a lot of bad ones.
 Be aware of the social media policies set by your 
 school.
 Remember that, just because something is true, you 
 don't have to say it.

Not Allowed More Info...
Always seek permission if your post may:

 Relate to controversial, sensitive, confidential or
 political matters.

 Seem to offer opinion on official government 
 matters or policies.

 Be misinterpreted as speaking on behalf of the 
 government.

To access a sample 
social media policy 
template, or for more 
information about the 
sponsors of this guide, 
please visit 
www.GWAVA.com or 
contact GWAVA at 
questions@GWAVA.com 
or 1-866-GO-GWAVA. 

This guide is sponsored by GWAVA. 

Not Allowed

X Do not breach policies by giving away sensitive 
 information obtained through work.

X Do not embarrass the school. This includes sharing 
 any offensive or sensitive materials.

X Do not complain about school policy or make 
 political statements in any public forum if it looks 
 as though you are speaking officially.

X Do not share information that you are not 
 authorized to share.

X Do not bully, harass, discriminate or make personal 
 attacks.

X Do not steal someone else’s content and post as 
 your own, especially copyright material.

X Do not share location information if it is confidential 
 or could be damaging to you or the school. Turn 
 off location service and geo-tagging features.

The suggestions in this guide can 
help protect you and the school from 
the risks of social media misuse.

About GWAVA 
GWAVA delivers 
messaging security, 
unified archiving and 
retrieval, social media 
and mobile management 
for thousands of 
organizations with millions 
of users around the world. 
GWAVA is the trusted 
partner that secures and 
protects the world’s most 
critical messaging 
infrastructures. GWAVA 
maintains a network of 
global channel partners to 
ensure widespread 
access to GWAVA’s 
leading edge solutions.
 
Find out more at 
www.GWAVA.com

This guide is for informational 
purposes only and does not 
represent the official policy of any 
higher education, K-12, or private 
education organization. 
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Social Media is Changing
How People Communicate
Social media has helped facilitate communica-
tion between students, parents, teachers, 
administrators and other school staff.
 
Many school employees use social media. This 
can lead to more transparency, increased 
responsiveness and an overall better learning 
environment in schools.

The issue we face is not necessarily how we use 
social media but rather how well we use social 
media.

This guide outlines what is and isn’t acceptable 
behavior for employees as they are using social 
media. For specific questions that are not 
covered by these policies, please consult with 
the appropriate human resources contact.

Your Account Security
Think about who can see your social media activity. 
Security settings should be adjusted on all major 
social media networks to exclude unintended 
audiences. Do not post personal details such as 
your address, telephone number, bank details, etc. 
Without the right security settings in place you are 
opening up everything you post to everyone. Keep 
in mind that it may not be just friends and family 
reading your status updates.

Acceptable Behavior
All employees must follow the values of our school. 
We should be honest, objective and act with 
integrity at all times. Offline or online, on the job 
or off, we should always behave in a lawful, 
appropriate and professional manner.

Using Social Media...
 
There are several ways we can use social media. 
Whatever context, you are potentially acting as a 
representative of our school.

Personal Postings 
When you post information on your personal social 
media accounts be aware that it can be tied back 
to the school. Take care when sharing photos, 
videos or posting in any way on social media; even 
though you may be posting a personal item, it can 
be construed as an official statement or stance of 
the school. Always avoid sharing sensitive or 
confidential information. And remember, when you 
share something online, it can be easily shared 
again and again. It takes only a matter of seconds 
for that information to spread. Make sure your 
family and friends are also aware of the risks. You 
are not the only one who has the ability to inadver-
tently share sensitive or confidential information.

How personal do you want your profile to be?

Know when you have 
crossed the line. 
 Ask yourself:
 � What if this ends up on the news?
 � Would I say this to my boss in 
  front of 100 people?
 � Would I leave this information 
  lying around for anyone to see?

Know this: Whatever you 
post online stays online. 
Forever.

Professional Postings
When posting on social media on behalf of the 
school all content must be approved through 
the appropriate channels before it becomes 
public record. You must be sure that what you 
are posting is appropriate, that it reflects well on 
the organization and meets acceptable usage 
guidelines.

Sponsored Postings
A sponsored posting means that you are post-
ing or writing as yourself, but with support from 
the school. Ensure that you have prior approval 
for all these types of posting and that it meets 
with your school’s approved usage guidelines 
and policies.


